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DoD wants to ensure that frontline 
warfighters have access to data 

wherever and whenever they want! 
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What is new: 
● Data is being moved closer to 

warfighters - Mobile Data 

Why is it important: 
● Authorization now travels with 

the data to ensure access

XQ Message Value:
● First and only Zero Trust Data 

Protection solution with 
persistent policy enforcement 
for mobile data
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DoD Goal: Provide Data To Warfighters 
Wherever & Whenever They Want
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New DoD 7 Pillar Zero Trust Framework
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New DoD 7 Pillar Zero Trust Framework

DoD Zero Trust Data 
Requirement 

XQ Message Feature Warfighter Benefit

4.1 Data Catalog Risk Assessment Support of all data types in one 
platform

Multi-mission capability

4.2 DoD Enterprise Data Governance One Dashboard to create and monitor 
policies

Simplified operations

4.3 Data Labeling & Tagging Unique Meta Tag attached to every 
block of data

Easier application support 

4.4 Data Monitoring & Sensing Real Time Tracking of data location Data exfiltration monitor

4.5 Data Encryption & Rights 
Management

Crypto agile encryption to match 
access policies

Improved system performance

4.6 Data Loss Prevention (DLP) DLP content scanning for outbound 
Emails

Reduced data leakage

4.7 Data Access Control Policy-based access to encryption 
keys

Coalition data sharing 
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Mobile Data Problem: Email, Files, IoT Data, Imaging . . . are on the move

Zero Trust Data Solution: Policy-based Key Distribution based on 
Geo-Location and Identity of software program requesting access

XQ’s Zero Trust Data Protection 

XQ enables warfighters to see where 
their data is & who is accessing it 

Secure Email & Files

IoT / Data Lakes 

Secure Mobile 5G/Satellite Comms

VPN & MACsec replacement

XQ Zero Trust Data Protection: Policy Follows Data



Old Approach to Mobile Data: Re-encryption 

Every Time Data Crosses A Network Boundary Or Is Stored In A Different 
Server The Encryption Key Is Changed 
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XQ Breakthrough: Persistent Policy Enforcement 
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Zero Trust Data Creates A Unique Meta-Tag Which Travels With The Data 
To Enable Persistent Policy Enforcement



Secure Data-in-Flight and At-Rest

The First Zero Trust 
Data Gateway

Zero Trust Data Gateway 
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Effortlessly transform your cloud data transfer workflow 

Secure hybrid cloud and S3 data 
transfer simplified

Full chain of custody to ensure data 
integrity and compliance

- Every data object uniquely 
protected and tracked

- ITAR, CMMC, NIST-CUI, HIPAA, 
FINRA, ISO 270001

XQ Zero Trust Data Monitoring

XQ Gateway XQ Gateway

Breakthrough Data Sharing Powered by Zero Trust Data Protection



Every Bucket is now a Zero Trust Vault

User friendly secure storage 
for infrastructure you control 

Simplify your security 
and sharing

Full chain of custody to ensure data 
integrity and compliance

- Every data object uniquely 
protected and tracked

- ITAR, CMMC, NIST-CUI, HIPAA, 
FINRA, ISO 270001

S3 & Azure Blob Secure Cloud Storage
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Auto 
Encrypt

Auto 
Decrypt

XQ Zero Trust Data Monitoring

Effortlessly transform your data storage workflow 

SFTP SFTP

Breakthrough Data Sharing Powered by Zero Trust Data Protection



XQ MESSAGE | BRIAN WANE | BRIAN@XQMSG.COM | WWW.XQMSG.COM

Data SystemsXQ Edge Encryption Service

21 docontrol.io  | No-Code SaaS Security 
Platform
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ZERO TRUST 
CIRCUIT

AWS S3

XQ Seamlessly Protects CMMC Data 
Across Your Workspace 

Full chain of custody to ensure data integrity and compliance.



21 docontrol.io  | No-Code SaaS Security 
Platform
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Thank You For Your Time

Contact XQ For Zero Trust Data Protection Demo or Trial Account 

Junaid Islam
junaid@xqmsg.com

Randy Clark
randy@xqmsg.com


